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C k =M r(modp k ), 



where 



Mi sM 

M 2 = M 



(mod pi), 
mod p 2 ), 



(Pk-1), 
recursive combining 



M k s M (mod p k ), 

d s e (mob (pi - 1)), 
G2 = e (mod/(p2 - 1)), and 

e k = e(nj(od (p k - 1)), 

where e is a number relatively/prime 
solving said subtasks to determine results Ci 
combining said results of said subtasks in accordance 
process to produce said ciphertext word signal C whe: 

Yj = Yj., + [(Ci-Yj.,) (Wi" 1 n/od Pi ) mod p 

2<i <k, and 

C = Y k ,Y 1 =C„andw i 

whereby said step of encoding is accelerated. 

15. (Three Times Amended) A method for establishing cryptographic communications that are 
backwards compatible with preexisting public key transformation schemes, comprising the steps 
of: 

decoding a ciphertext word Cf to a message word M, wherein M corresponds to a number 
representative of a message and whdrein, 
0<M<n-l 

wherein n is a composite number fo: med by the product of pi«p2». . .•Pk, k is an integer greater 




than 2, and pi, P2, . . Pk are distinct 
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encoded form of message word M tfiat is encoded by transforming said message word M to said 
ciphertext word C whereby, 

C ■ M e (mod n), 

and wherein e is a number relatively pVime to (pi-1), (P2-I), • • and (pk-1), 

said decoding step being performed using a decryption exponent d that is defined by 
d^e 1 mod((p,-l)(p2-l)\... (p k -l)), 



said decoding step including the 



teps of, 



(i) defining a plurality of k sub-tas ks in accordance with 



M 
M 2 

M, 



where 



s C,"' (modp,), 
^ C 2 dj (modp 2 ), 



= C k " (mod p k ), 



1 = C (mod pi) ; 
Ct = C (mod P2), 



k = C (mod p k ), 



di e; d (mod (pi - 1)), 
d 2 = d (mod (p2 - 1)), and 




dkp< 



d(mod (p k - 1)), 

(ii) solving said sub-tasks to determine results Mi, M 2) ... M*, and 

(iii) combining said results of said subtasks in accordance with a fast recursive combining 
process to produce said message word 



Yi^YM + KMi 
where 2 < i < 1< 



\A in accordance with, 
Ym) (Wj' 1 mod pi) mod pi] • Wj mod n 
and 
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M=Y k ,Y 1 =k,andw i =n^ 



whereby said step of decodingus accelerated. 

16. (Three Times Amended) A cyptognaphic communications system for establishing 
communications that are backwards compatible with preexisting public key transformation 
schemes, comprising: 

a communication medium; 

encoding means coupled to said communication medium and adapted for transforming a 
transmit message word M to a ciphertext word C and for transmitting said ciphertext word C on 
said medium, where M corresponds to a nvmber representative of a message, and 

0 < M < n-1 where n is a composite number of the form 

n = pi»p2»...«Pk> 

where k is an integer greater than 2 
and where C corresponds to a number representative of 
corresponds to 

C s M e (mod n), 

where e is a number relatively prim& to (pi-1), (P2-1X . - •> and (pk-1); and 
decoding means coupled to said communication medium and adapted for receiving C via 
said medium and for transforming C to a receive message word NT where M' corresponds to a 
number representative of a deciphered form of C, said decoding means being operative to 
perform a decryption process using a decryption exponent d that is defined by 
d^e 1 mod((pi-l)(p 2 4)...fo k -l)), 
said decryption process including the steps of 
(i) defining a plurality of k sub-tasks in accordance with, 

Ci 4 C (mod pi), 
C2 4 C (mod P2), 



and pi, P2, .jj$k are distinct random prime numbers, 
encipjjefed form of said message, and 



where, 



C k MC(mod p k ), 



di =dimod(pi- 1)), 
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dz = d (mod (ifo- 1)), 
d k sd(mod(p k - 1)), 

Mi' = (T 1 (modp,), 
M 2 ' e Cf* (mod p 2 ), 




M k 'yfe C 4 B *(modpiO, 

(ii) solving said sub-tasks to detepiine results Mi '/IVk', ... Mk\ and 

(iii) combining said results of said subtasks by a fast recursive combining process to 
produce said receive message word M' in accordance with 

Y; = Yj.i + [(Mj -Yj.y) (wj' 1 mod ps) mod pi] • Wj mod n 
where2<i <k; 

M^Y^Y^M/andw, 



J<1 



wherein M'=M. 



17. (Twice Amended) A method for establishing cryptographic communications that are 
backwards compatible with preexisting publiy key transformation schemes, comprising the steps 
of: 

encoding a plaintext message wordM to a ciphertext word C, wherein M corresponds to 
a number representative of a message and/wherein 
0<M<n-l, 

wherein n is a composite numbefir formed by the product of pi»p2». . .-pic, k is an integer 
greater than 2 and pi, P2, . . ., p/ are distinct random prime numbers, C is a number 
representative of an encoded torm of message word M, and wherein said encoding step 
comprises transforming said/message word M to said ciphertext word C, whereby 
C = M e (mod n), 

and wherein e is a number/relatively prime to (ppl), (p2-l)> • •> and (pk-1); and 
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decoding said ciphertext word C to a j-eceive message word M', said decoding step being 
performed using a decryption exponent d that is defined by 

d^e 1 mod((p 1 -l)(p 2 -l)...( I >k-l)), 
said decoding step including the further steps of, 

defining a plurality of k sub-ta ;ks in accordance with 

Mi* a C? x (modpO, 

M 2 ' = C/'(mbdp 2 ), 

M k ' eC/'OxJxlpk), 
wherein / 
Ci sC(modbi), 
C 2 = C(mod/p 2 ), 

C k = C (mod p k ), 

di=d(mod(pi-l)), 
d 2 = d (mop (p 2 - 1)), and 

d kS d(mbd(p k -l)), 
solving said sub-tasks to determine results Mi ', M 2 ', ... Mk\ and 
combining said results of said sub-tasks to produce said receive message word 



M', wherein M'=M. 



1 22. (Twice Amendecfe A cyptographic communications system for establishing 

2 communications that are backwards compatible with preexisting public key transformation 

3 schemes, comprising: 

4 a communication kiedium; 
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encoding means coupled to said communication medium and adapted for transforming a 
transmit message word M to a ciphertext word C and for transmitting said ciphertext word C on 
said medium, wherein M corresponds to a number representative of a message, and 

0 < M < n-1, wherein n rs a composite number of the form, 

n = pi»p2»...»pk \ 

wherein k is an integer greater than 2 and pi, p2, . . .,Pk are distinct random prime 
numbers, and wherein said ciphertext word C corresponds to a number representative of an 
enciphered form of said message and corresponds to 

C = M e (mod n), 

wherein e is a number relatively prime to (pi-1), (P2-1) and (pk-1); and 

decoding means communicatively coupled with said communication medium for 
receiving said ciphertext word C via said medium, said decoding means being operative to 
perform a decryption process for transforming said ciphertext word C to a receive message word 
M', wherein M' corresponds to a number representative of a deciphered form of C, said 
decryption process using a decryption exponent d that is defined by 

dse 1 mod ((pi-l)ij)2-l)...(Pk-l)), 
said decryption process inc uding the steps of 

defining a plurality 3f k sub-tasks in accordance with 



Mi' 
M 2 ' 



s C, 1 (modpi), 
i S C 2 " 2 (modp 2 ), 



M k * 4c/*(modpk), 



wherein 
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d k =^(mod (p k - 1)), 

solving sajtHfub-tasks to determine results Mi', M2', ... Mk\ and 
combining said results of said sub-tasks to produce said receive message word M' 
whereby/M'=M. 
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27. (Twice Amended) A method for establishing cryptographic communications that are 
backwards compatible with preexisting public key transformation schemes, comprising the step 
of: 1 

encoding a plaintext message word M to a ciphertext word C, wherein M corresponds to 
a number representative of a n essage, and 
0<M<n-l, 

n being a composite number fohned from the product of pi»p 2 Pk, wherein k is an integer 

are distinct random prime numbers, and wherein the ciphertext 
word C is a number representative of an encoded form of message word M, wherein said step of 
encoding includes the steps of 

sub-tasks in accordance with 
e ' (modpi), 



defining a plurality of k 
Ci e A/1 



C 2 = Mj Cj (modp 2 ), 



where 



C k = M 

M, =M 
M 2 = M 



(mod p k ), 

(mod pi), 
mod p 2 ), 
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e k == e (mod (b k - 1)), 

wherein e is a number relatively prime to (pi-1), (p2-l) and (Pk-1), 

solving said sub-tasks to determine results Ci, C2, ... Ck, and 

combining said results of said sub-tasks to produce said ciphertext word C. 



32. (Twice Amended) A cyptographic communications system for establishing 
communications that are backwards compatible with preexisting public key transformation 
schemes, comprising: 

a communication mediuml 

encoding means coupled ti> said communication medium and operative to transform a 
transmit message word M to a cipliertext word C, and to transmit said ciphertext word C on said 
medium, wherein M corresponds ts a number representative of a message, and 

0<M<n-l, 

n being a composite number formed from the product of pi«p2 Pk wherein k is an integer 

greater than 2 and pi, P2 pk, an; distinct random prime numbers, and wherein the ciphertext 

word C is a number representative of an encoded form of message word M, said encoding means 
being operative to transform said hansmit message word M to said ciphertext word C by 
performing an encoding process comprising the steps of 

-tasks in accordance with 

(modpi), 
(mod p 2 ), 



defining a plurality of k sub 



C, 
C 2 



a m: 



C k s M t e '(:nodp k ), 



where 



Mi = M (mod pi), 
M2 = M (mod P2), 



Mk = M (mo 
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d ■ e (rr|od (pi - 1)), 
e2 s e (mjod (p2 - 1)), and 



wherein e is a 
solving said sub-tasks 
combining said results ( 



e k = e(njod(pk- 1)), 

mlmber relatively prime to (pi-1), (P2-I), and (pk-1), 
determine results Ci, C2, ... Ck, and 
f said sub-tasks to produce said ciphertext word C. 
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37. (Twice Amended) A method for establishing cryptographic communications that are 
backwards compatible vfith preexisting public key transformation schemes, comprising the steps 
of: 

decoding a ciphertext word C to a message word M, wherein M corresponds to a number 
representative of a messag^ and wherein 
0<M<n-l 

wherein n is a composite nuinber formed by the product of pi»p2». . .'pk, k is an integer greater 
than 2 and pi, P2, • • •> Pk are distinct random prime numbers, C is a number representative of an 
encoded form of message wqrd M that is encoded by transforming said message word M to said 
ciphertext word C whereby 
CsM e (mod n), 

and wherein e is a nuniber relatively prime to (pi-1), (P2-I), • . •, and (pk-1); 
said decoding step beirAg performed using a decryption exponent d that is defined by 

d = e' mod ((p,il)(p2-l)... (p k -l)), 
wherein said step of decoding includes the steps of 

defining a plurality of k sub-tasks in accordance with 

M, = C,T (mod pi), 

M 2 = C 2 r (mod P2), 

M k = C/'Vmod p k ), 
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wherein 



C,=' 



iodpi), 



C 2 = C(rhodp 2 ), 



C k = C(midp k ), 



di = d (mo 
d 2 s d (mod 



(Pi - OX 
(p 2 - l)),and 



d k sd(modj(p k - 1)), 

tafcks to determine results Mi, M 2j ... My, and 
results of said sub-tasks to produce said message word M. 



solving said sub 
combining said 
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42. (Twice Amended) A cyptographic communications system for establishing communications 
that are backwards compatible with preexisting public key transformation schemes, comprising: 
a communication medium; 

communicatively coupled with said communication medium for receiving a ciphertext 
word C via said medium, and being operative to transform said ciphertext word C to a receive 
message word M\ wherein a message M corresponds to a number representative of a message 
and wherein, 

0<M<n-l 

wherein n is a composite ndmber formed by the product of pi»p 2 ». . .•Pk, k is an integer greater 

: distinct random prime numbers, and wherein said ciphertext word C 
is a number representative c f an encoded form of said message word M that is encoded by 
transforming M to said ciphertext word C whereby, 
C s M e (mod n), 

and wherein e is a number relatively prime to (pi-1), (pi-l), . . and (pk-1); 
said decoding means, being operative to perform a decryption process using a decryption 
exponent d that is defined by 

d^e* 1 mod (fci-l)(p 2 -l)... (Pk-1)), 
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said decryption process inc 
defining a plurality 

m,' = c,"> 



M 2 ' = C/ 2 



i iding the steps of 

of k sub-tasks in accordance with, 

modpi), 
(mod p 2 ), 



M k ' ^C/'Cjnodpk), 
wherein, 

Ci = C (mod pi), 
C 2 = C (mok p 2 ), 

C k = C(n/odp k ), 



d^dOjUlCp,-!)), 
d 2 = d (mod (p 2 - 1)), and 



34 
35 
36 




d k = d(mod (p k - 1)), 

solving said/sub-tasks to determine results Mi', M2', ... M k ', and 
combining said results of said sub-tasks to produce said receive message word 
M', whereby M'= 



1 



47. (Twice AmeiidecJ) A method for generating a digital signature that is backwards 
compatible with pree xisting public key transformation schemes, comprising the step of: 

signing a plaintext message word M to create a signed ciphertext word C, wherein M 
corresponds to a number representative of a message, and 
0<M<n-l, 

n being a composite number formed from the product of pi»p2«. . .^pk, wherein k is an integer 
greater than 2 and pi Jp2, . . Pk are distinct random prime numbers, and wherein the signed 
ciphertext word C is a number representative of a signed form of message word M, wherein 
C = M d (mod rl), and 
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wherein said step of siming includes the steps of 
defining a plurality of k sub-tasks in accordance with 

Ci s MV (modpi), 
C 2 = M 2 y (mod p 2 ), 



C k s M t * (mod p k ), 



where 



M, =M 
M 2 = M 



(mad 
(mod 



Mk = M (m 



di =d(moc (pi - 1)), 



d 2 = d (mo 1 



■ P2), 



5d p k ), 



(p 2 - l)),and 



d k = d(mdd (p k - 1)), 

wherein d is defiped by 

d-e' mjbd((p,-l). (p 2 -l) (p k -l)),and 

e is a nujnber relatively prime to (pi-1), (p 2 -l) and (pk-1), 

solving said sub-tasks t ) determine results Ci, C 2 , ... Ck, and 

combining said results Af said sub-tasks to produce said ciphertext word C. 

^ ^ 



1 52. (Twice Amended) A digital signature generation system that is backwards compatible 

2 with preexisting public kpy transformation schemes, comprising: 
% a communication medium; 

4 digital sigmiture generating means coupled to said communication medium and operative 

5 to transform a^n-ansmit message word M to a signed ciphertext word C, and to transmit said 

6 signed cinKertext word C on said medium, wherein M corresponds to a number representative of 

7 a message, and 
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0 < M < rP 

n being a compositeViumber formed from the product of pi»p2». • -«Pk wherein k is an integer 

greater than 2 and pi, to Pk, are distinct random prime numbers, and wherein the signed 

ciphertext word C is a mrmber representative of a signed form of said message word M, wherein 
C a M d (mod n), 

said digital signature generating means being operative to transform said transmit 
message word M to said signed ciphertext word C by performing a digital signature generating 
process comprising the stepaof, 

defining a plurality o\k sub-tasks in accordance with, 

Ci s M, d ' (mod pi), 

C 2 = 4f 2 02 (modp 2 ), 

C k = M\" k (mod p k ), 

where, 

Mi =M (nodpi), 
M 2 sM (mod P2), 

Mk^M(riodpk), 

di s;d (mod (pi - 1)), 
d 2 = d (mod (p2 - 1)), and 

dk = d (mod (p k - 1)), 

wherein d is defined by, 

d b e' 1 moffl ( (pi - 1) . (p 2 - 1) (pk- 1)), and 

e is a numbbr relatively prime to (pi-1), (P2-I) and (pk-1), 

solving said sub-tasks to determine results Ci, C2, ... Ck, and 
combining said results of sard sub-tasks to produce said signed ciphertext word C. 
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57. (Twice Amended) A digital signature process that is backwards compatible with 
preexisting public key transformation schemes, comprising the steps of: 

signing a plaintext message word M to create a signed ciphertext word C, wherein M 
corresponds to a number representative of a message and wherein 
0<M<n-l 

wherein n is a composite nurriber formed by the product of pi»p 2 ». • ••Pk, k is an integer 
greater than 2 and pi, p2, . . ., pV are distinct random prime numbers, C is a number 
representative of a signed form of message word M, and wherein said encoding step 
comprises transforming said message word M to said ciphertext word C whereby, 
CsM d (modn), 



of, 



wherein d is defined by 
d = e" 1 mod ( (p 



verifying said ciphertext word 



!)♦ (p2- 1) (Pk- 1)), and 



e is a number relatively prime to (pi-1), (P2-I) and (pk-1); and 



defining a plurality of k 
Mi' = (J, 
M 2 ' = C 



wherein 



Ci = C(: 
C 2 



to a receive message word M' by performing the steps 



sub-tasks in accordance with 
e ' (modpi), 

e 2 



(mod p 2 ), 



M k ' ^CP(modp k ), 



= C (rA. 



odpi), 
(lAod p 2 ), 
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ei<=j 



(Pk-l)X 



solving saijj^ub-tasks to determine results Mi', M2', ... Mk\ and 
combming said results of said sub-tasks to produce said receive message word 
M\ whereby M'=M. 
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62. (Twice Amended) 
preexisting public key 
a communicatid 



A digital signature system that is backwards compatible with 
ransformation schemes, comprising: 
medium; 

digital signature\generating means coupled to said communication medium and adapted 
for transforming a message word M to a signed ciphertext word C and for transmitting said 
signed ciphertext word C pn said medium, wherein M corresponds to a number representative of 
a message, and 

0 < M < n-1, wherei\i n is a composite number of the form 
n = pi»p2»...»Pk, 

wherein k is an integdr greater than 2 and pi, p2, . . .,Pk are distinct random prime 
numbers, and wherein said signed ciphertext word C corresponds to a number representative of a 
signed form of said message word M and corresponds to 
C = M d (mod n), 

wherein d is defined by 

- 1). (p 2 - 1)» ... • (p k - 1)), and 
atively prime to (pi-1), (p2-l)» ...» and (pk-1); and 



d = e" mod ( (p 
e is a number re 



medium for receiving said sign 



defining a plura: 



digital signature verification means communicatively coupled with said communication 



d ciphertext word C via said medium, and being operative to 



verify said signed ciphertext word C by performing the steps of, 



ity of k sub-tasks in accordance with 
- C? (modpi), 



1 

Nf 2 ' = C 2 e2 (modp 2 ), 



M k ' =C^(modpk), 



wherein 
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Ci ■ C (modi>i), 
C 2 ■ C (mo/ P2), 




C k s C/(mod p k ), 

ei/4 e (mod (pi - 1)), 
= e(mod (p 2 - 1)), 



35 
36 
37 



e k = e (mod (p k - 1)), 

solving/said sub-tasks to determine results Mi', M2', ... M*', and 
combining said results of said sub-tasks to produce said receive message word M' 
wherein M7=M. 
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